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We construct fat&-tolerant routmgs for several families of graphs, including ah 
graphs of maximal degree less than cn w for some c > 0. With these routings, the 
diameter of the surviving graph is bounded by a constant (e.g., 4 or 6), so long as 
the number of faults is less than the connectivity of the graph. This result partially 
contirms a conjecture of Dofev er al. (1984, in “Proceedings, 16th ACM Symp. on 
Theory of Cornput.,*’ pp. 5266535). fZ 1987 Academic PESS, IW. 
1. INTRODUCTION 
A common approach to the problem of routing messages in com- 
munication networks is to tix in advance a path between any two nodes in 
the network, and then to route messages only along these paths. Because 
the route is known, it can be attached to the message, enabling inter- 
mediate nodes to forward the message without having to compute the next 
address. Since the routing table is computed only once, it is possible to 
invest a considerable amount of time in finding routes with desirable 
properties. 
In most communication networks, nodes and links are subject to 
occasional failures. When such a failure occurs, routes that utilize the failed 
component are disconnected. However, so long as the network is not dis- 
connected, the endpoints of a disconnected route can still communicate 
through a sequence of alternate unaffected routes. Assuming the time 
required to send a message along a route is dominated by the processing at 
the endpoints of the route, the total transmission time is roughly propor- 
tional to the number of routes traversed. Such is the case for a system that 
automatically provides special services at the endpoints of the routes. One 
example of such a system is a network that automatically encrypts a 
message when it is sent and decrypts it at the destination. Another example 
is a network that does error correction analysis at the destination of every 
message. 
This motivates the problem of tinding fault tolerant routings, as for- 
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malized in Dolev er al. (1984). Given a network G and a set F of faulty 
nodes of G, the szmiving roure graph, or simply the surviving graph, is a 
graph consisting of all nonfaulty nodes in G, with a directed edge con- 
necting x to y iff the route from x to y is unaffected by the faults. (We han- 
dle the case of faulty edges by assuming that one of the endpoints of the 
faulty edges is a faulty node, an assumption that can only weaken our 
results). Since the diameter of the surviving graph is a measure of the 
worst-case behavior of the system, a “good” routing is one that minimizes 
this diameter. 
The number of broadcast rounds required to compute a new route table 
in the presence of faults can be bounded by the diameter of the surviving 
graph. This is done by having a node broadcast to all the other nodes by 
sending a message together with a “route counter” along all of its routes. 
Whenever the message is sent along a new route, the route counter is 
incremented. The message is discarded if the route counter exceeds the 
diameter of the surviving route graph. 
Clearly, if the faults disconnect the underlying graph, the diameter of the 
surviving graph is infinite. Therefore, we concentrate on routings and sets 
of faults which do not disconnect the graph. In particular, we consider only 
those fault sets whose cardinality is less than the connectivity of the 
underlying graph, and .explore routings which produce small diameter 
surviving graphs for any such fault set. (In Feldman, 1985, there is a 
worst-case analysis of the diameter of the surviving route graph that is 
independent of connectivity). 
Dolev ef al. (1984) construct, for every r + 1 node-connected graph, a 
bidirectional routing (i.e., a routing in which the path between any two 
nodes is the same in both directions) such that the diameter of the surviv- 
ing route graph is bounded by max{ 2t, 4} as long as the number of faults, 
IFI, is less than the connectivity. In Section 3 we demontrate the (perpaps 
surprising) fact that their routing actually guarantees a constant bound of 4 
on the diameter, as long as IF\ is less than half the connectivity. 
Dolev er af. also show that for the hypercube there is a bidirectional 
routing achieving a bound of 3 and a undirectional routing achieving a 
bound of 2. They conjecture that such routings exist for every graph. The 
main results of this paper (in Sections 4 and 5) are the construction of 
bidirectional and unidirectional routings achieving constant bounds (6, 5, 
and 4) on the diameter of the surviving graphs (when IF] is less than the 
connectivity) for graphs with certain properties. The first property is that 
there exist f + 2 independent nodes in the graph (r + 1 are enough if r is 
even) such that the neighborhoods of these nodes are all disjoint. For 
graphs with this property we introduce a bidirectional routing named the 
circular rozditzg which guarantees a bound of 6 on the diameter of the sur- 
viving graph. A stronger property is the existence of 6r+ 9 such nodes. For 
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graphs with this stronger property we present the ~~Lc~Kz&z~ bidirectional 
routing which guarantees a bound of 4. A third property, the two trees 
property, is the existence of two nodes that are at least at distance of four 
apart and that do not reside on any cycle of length 3 or 4. This property is 
independent of the previous ones (i.e., there are graphs having the one but 
not the other and vice versa). For graphs with this property we give yet a 
third type of routings, the bidirectional and unidirectional bipolur t-outings, 
giving bounds of 5 and 4, respectively, on the diameters of the surviving 
graphs. These relatively weak properties are shared by many common 
families of graphs, including graphs used as underlying structures for com- 
munication networks and distributed systems, such as the hypercube, and 
some of its bounded degree realizations, like the d-wade (or, extended but- 
terfly), CCC etc. (cf. Ullman, 1984). Moreover, we prove in Section 4 that 
each of the tirst two properties holds for all graphs with maximal degree 
less than LX”’ for some constant c (where the constant c is 0.79 for the tirst 
property and 0.46 for the second). The third property is shown in Section 5 
to hold for “almost all” graphs with average degree less than H”~, but the 
resulting bipolar routings are no better (in terms of diameter bounds) than 
the tricircular ones obtained on the basis of the second property. 
Note that we find ourselves in the curious but fortunate situation of 
being able to handle the more relevant and seemingly harder case of sparse 
graphs. The difficulty with generalizing this approach to dense graphs is 
that the additional links present, so to speak, a double-edged sword. While 
there is more flexibility in choosing routings, the increased connectivity 
creates more demanding requirements. In particular, using one of our con- 
structions on a sparse subgraph of a dense graph will not necessarily 
guarantee that the routing so obtained will tolerate r faults, where r is the 
connectivity of the dense graph. 
Our routings are based on the following general strategy: First we find a 
set of vertices M serving as a concentrator. We then construct a routing 
such that every two nodes of IV always have a “fast” routing between them, 
and for every node x outside IV there are always “fast” routings from x to 
some node of LIP and from some node of M to x. Different versions of 
routings are obtained by taking different variations of this set of 
requirements and designing routes achieving them. 
The concentrator sets are constructed using separating sets in the graph. 
The basic construction in (Dolev et al., 1984, Theorem 3) uses such a 
separating set, but can guarantee only some of the desired properties. The 
bipolar construction proposed in Section 5 uses a concentrator composed of 
two separating sets, while the circular and tri-circular constructions of 
Section 4 use a “nonseparating” concentrator, with the neighbor set of each 
node in the concentrator acting as a separating set. 
Following previous work and many actual systems, we assume a 
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“miserly” routing function which allocates at most one route per pair of 
nodes. This assumption both simplifies the transmission protocols and has 
potential applications to real systems. However, in Section 6 we propose a 
more general scheme of multirouting and discuss some of its advantages. 
2, BASIC DEFINITIONS 
We follow the notation of (Dolev et ul., 1984; Broder et d., 1984). 
Throughout, our networks are modelled by an undirected graph G = (V, E) 
of node-connectivity t + 1. We may refer to G as the underlying graph. We 
denote by r(u, G) the set of neighbors of u in G; we use r(u) when G is 
clear from the context. The distunce between nodes x, y in G is the length 
of the shortest path between them and is denoted by dist(x, y, G). The 
diumeter of G is the maximum of dist(x, y, G) over all pairs of nodes in the 
graph. A routing p is a (partial) function assigning to ordered pairs of 
nodes (x, y) E V a lixed simple path from x to y. A bidirectionul routing p is 
a routing in which for every x, YE V, ~(x, y) and ~(y, x) use the same 
path. Henceforth, we may deline a bidirectional routing by giving only its 
unidirectional components. In such a case we take the routing to be the 
symmetric closure of these components. 
Let F be a set of nodes in G called the set offaults. A route is uffected by 
a fault if the fault is contained in it. Given a routing p and a set of faults F, 
define the surviving graph R(G, p)/F as a directed graph consisting of all 
nonfaulty nodes in G, with an edge connecting node x to y precisely if both 
p(.x, y) exists and the route from x to y is not effected by F. Note that for a 
bidirectional p, R(G, p)/F can be represented as an undirected graph. A 
routing p on a graph G is called (d, f)-tolerunt if for every set F off faults 
in G, R(G, p)/F has diameter at most d. 
3. THE BASIC KERNEL CONSTRUCTION 
Let M be a separating set in G, i.e., a set of t + 1 or more nodes whose 
removal from G (along with all of their adjacent edges) partitions G into 
(at least) two nonempty subgraphs. For x$ A4, a (unidirectional) tree 
routing from x to M is a routing connecting x to precisely t + 1 nodes in M 
by node disjoint paths, with the additional property that if there is a direct 
edge connecting x to one of these nodes then the path between them con- 
sists of this edge. Note that the number of faults necessary to affect all of 
the routes in a tree routing simultaneously when x is nonfaulty is at least 
f + 1. Put another way, 
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LEMMA 1. If the routing p contains a tree routing from x to M, 1 Fi < t 
and x is nonfaulty, then there exists at least one y E M s.t. (x, y) appears in 
the edge set of R(G, p)/F (and so does (y, x) when p is bidirectional). 
LEMMA 2 (Dolev et al., 1984). For every separating set M and every 
x $ M there exists a tree routing from x to M. 
ProoJ Choose some node y disconnected from x by M. Since G is t + 1 
node connected there are t + 1 node disjoint paths connecting x and y. 
These paths pass through at least t + 1 nodes in M. For each of these 
paths, take the subpath from x to the lirst occurrence of a node from M. 
These subpaths constitute essentially the desired tree routing. The only 
change that need be made is replacing paths between x and nodes m E M 
by the direct edge connecting them, whenever such an edge exists. 1 
This lemma forms the grounds for the construction of the basic kernel 
routing in (Dolev el al., 1984). Given G, choose a minimal separating set M 
(of size t + 1) in G. This routing is bidirectional and consists of the follow- 
ing components: 
Component KERNEL 1: A tree routing from each node x F$ M to M. 
Component KERNEL 2: A direct edge route between any two 
neighboring nodes in G (edge route). 
It should be clear to the reader that using a direct edge route between 
neighboring nodes is not a requirement of the model. However, for 
technical reasons we need a direct edge route between each node in M and 
its neighbor. For simplicity we use the more general direct edge route of 
KERNEL 2. Note that the additional requirement in the definition of tree 
routings ensures that Component KERNEL 1 and Compnent KERNEL 2 
do not produce two conflicting routings between some pair of nodes. (The 
reader may confirm that here and in all subsequent routings there is at 
most one route between each pair of nodes). 
THEOREM 3 (Dolev et al., 1984). The kernel routing is (2t, t)-tolerant, 
i.e., I$ G has connectivity t + 1, p is the kerneI routing, and 1 Fi < t, then 
diam(G, p)/F< 2t. 
This result ensures a reasonable bound for the number of necessary 
reroutings in low connectivity networks. For example, the theorem implies 
a bound of 8 for the important class of planar networks. However, we 
would like to be able to bound the diameter of the surviving graph by a 
constant, independent of t. We show next that the kernel routing actually 
gives us a constant bound if the number of faults is less than half the 
connectivity of the underlying graph. 
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THEOREM 4. The kernel routing is (4, Lt/2])-tolerant. 
ProoJ Let p be a kernel routing on G and let F be a set of faults, IF\ < 
Lf/2 J. For every nonfaulty node x $ M, at least t + 1 - Lt/2 J paths in the 
tree routing from x to M are not affected by F. Hence at least that number 
of (nonfaulty) nodes in M are in IJx, R(G, p)/F) (i.e., are x’s neighbors in 
the surviving graph). Therefore, for every two nonfaulty nodes x, y $ M 
there is at least one common neighbor z c It4 in R(G, p)/F. Hence, dist(x, y, 
R(G, p)/F) < 2. Now consider nonfaulty nodes x$ A4 and y E M. Since y 
has degree at least t + 1, f(y, G) contains at least t + 1 - Lt/2 J nonfaulty 
nodes. If there is one such node 2 outside M, then dist(x, y, R(G, p)/F) < 3, 
since by the previous argument dist(x, 2, R(G, p)/F) < 2. Otherwise, 
r(y, R(G, p)/F) contains at least t + 1 - Lt/2 J (nonfaulty) nodes in M, so 
there exists at least one node in M which has both x and y as neighbors in 
R(G, p)/F; so, again dist(,x, y, R(G, p)/F) < 2. Similar arguments show that 
for any two nodes x, y E M, the distance between them in R(G, p)/F is at 
most 4, thus completing the proof. 1 
4. THE CIRCULAR CONSTRUCTION 
A special type of a separating set is the set of neighbors IJq G) of some 
node m. This set can be used to ensure a routing directly to m. 
LEMMA 5. If the routing p contains a tree routing from x to r(rn, G) and 
an edge route between m and every y E r(rn, G), 1 Fi < t, and x and m are 
nonfaulty, then dist(x, m, R(G, p)/F) < 2. 
ProojI The combination of the two routings give t + 1 node disjoint 
paths from x to m. Therefore for any set F of t faults or fewer, at least one 
of these paths is fault-free. Assume this path goes through some node 
y E r(rn, G). Then the edges (x, y) and (y, m) appear in the edge set of 
RfG, PYF. i 
A neighborhood set in a graph G is a set of independent nodes Zt4 such 
that for every two nodes x, y E M, the neighbor sets r(x, G) and r(y, G) 
are disjoint. Let A4= {mO ,..., mK -,}. Denote fj= l-(mi, G), and let r be 
the union of all ri for O<i<K- 1. 
A neighborhood set M can be taken as a concentrator for our routings. 
We will describe two methods for constructing such routings. 
The bidirectional circular routing is detined on any graph G with a 
neighborhood set of size K = 2t + 1 and guarantees the following properties 
in the surviving graph for any fault distribution, as long as IF\ < t: 
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Property CIRC 1: For every nonfaulty node x$ M there is some 
nonfaulty node y E M s.t. dist(x, y, R(G, p)/F) < 2. 
Property CIRC 2: For every two nonfaulty nodes x, ,V E M, 
dist(x, Y, R(G, p)/F) < 2. 
LEMMA 6. Any bidirectional routing satisfying Propertv CIRC 1 and 
Property> CIRC 2 for any set of t faults or fewer is (6, t)-tolerant. 
ProoJ Let p be a routing satisfying the assumptions of the lemma. 
The claim is proved by bounding the distance between different types of 
nodes in a straightforward case analysis. We give the case of a routing 
between x, y $ M. By Property CIRC 1 there are some 2, w E A4 st. 
dist(x, 2, R(G, Q)/F) < 2 and dist( WI, JJ, R(G, p)/F) < 2. Finally, by Property 
CIRC 2, dist(z, ~1, R(G, p)/F) < 2. Combining these observations gives 
dist(x, y, R(G, p)/F) < 6. 1 
The circular routing is bidirectional and consists of the following com- 
ponents: 
Component CIRC 1: Tree routings from each node x $ f to every set 
ri (for O<i<K--1). 
Component CIRC 2: Tree routings from each node x E f, to every 
set r(, + j,trncdK~ (for 1 <j<[K/21- 1). 
Component CIRC 3: A direct edge route between any two neigh- 
boring nodes in G. 
The restriction on the range of j in Component CIRC 2 is required to 
prevent the possibility of two nodes in r having two (perhaps conflicting) 
routings between them. 
LEMMA 7. Any circular routing constructed as above satisfies Propert} 
CIRC I and Property CIRC 2 for any set oft or fewer j&h. 
FIG. 1. The circular routing (arrows denote tree routings from a node to a set). 
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Proof Let Q be a routing constructed as above. First notice that by 
Component CIRC 1 and Lemma 5, for every two nonfaulty nodes x, mi, if 
x $ r and rnie M, then dist(x, mi, R(G, p)/F) < 2. Property CIRC 2 follows 
directly, since every x E A4 is not in lY It remains to prove Property 
CIRC 1. For x I$ lY the result follows from the above observation, 
since clearly there is some nonfaulty node in M. Now consider x E ri 
for some 0 < i < K - 1. Since IFi < t, at least one node m, from among 
ml;)~modK~~-~~ mci+ tl(modK) is nonfaulty. The result now follows by an argu- 
ment similar to the above, based on Component CIRC 1 and Component 
CIRC 2. 1 
The same circular construction can be used with other values of K, 
possibly satisfying other properties. For intance, consider replacing 
Property CIRC 1 and Property CIRC 2 with: 
Property CIRC: For every two nonfaulty nodes x, y there is 
some nonfaulty node z E A4 such that dist(x, z, R(G, p)/F), dist(z, y, 
NG, PI/F) < 3. 
LEMMA 8. Any bidirectional routing satisfying Property CIRC for any 
set oft or fewer faults is (6, t)-tolerant. 
LEMMA 9. Any circular routing based on K = t + 1 for t even or K = t + 2 
for t odd satisfies Property CIRC for any set of t or fewer faults, 
THEOREM 10. For any (t + l)-connected graph G with even t and a 
neighborhood set of size K > t + 1 or odd t and K 2 t + 2 there is a bidirec- 
tional (6, t)-tolerant circular routing. 
The Tri-circular Construction 
Note that in the circular routing the longest distance occurs when there 
exist two nonfaulty nodes x, y E r which have no common nonfaulty m, to 
route through. This motivates a routing in which every two nodes have a 
common nonfaulty concentrator member. 
The bidirectional tri-circular routing is delined on any graph G with a 
neighborhood set of size K = 6t + 9, and is designed to guarantee the 
following property in the surviving graph, for any fault distribution, as long 
as IFi < t: 
Property T-CIRC: For every two nonfaulty nodes x, y there is some 
nonfaulty node z E M s.t. d&(x, z, R(G, p)/J’), dist(z, y, R(G, p)/F) < 2. 
LEMMA 11. Any routing satisfying Property T-CIRC for any set of t 
faults or fewer is (4, t)-tolerant. 
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We now describe the tri-circular routing. Partition the set A4 into three 
sets Mj= {rnd ,..., m&, }, for j=O, 1, 2 (identifying rn/ with mjK,x+j). 
Essentially we construct three circular routings, one on each set h4j, and 
add routings between the three components in a cyclic fashion. More 
precisely, the routing is bidirectional and consists of the following com- 
ponents: 
Component T-CIRC 1: Tree routings from each node .x $ r to every 
set f{ (for O<j<2, O<i<K/3-1). 
Component T-CIRC 2: Tree routings from each node x E r! to every 
se’ ‘/~+k)(modK/3) (for I <k<r+ 1). 
Component T-CIRC 3: Tree routings from each node x e r{ to every 
set ry+1’(mod3’ (for O<k<K/3- 1). 
Component T-CIRC 4: A direct edge route between any two 
neighboring nodes in G. 
LEMMA 12. Any tri-circular routing constructed as above satisfies 
Property T-CIRC for any set of t faults or ,fewer. 
ProoJ Let p be a routing constructed as above. Consider two given 
nodes x, y. We claim that there are at least r + 1 nodes m, E kl such that 
there is a tree routing from both x and y to ri. This implies that there is at 
least one nonfazdty rnje M with such routings, and thus by Lemma 5, 
Property T-CIRC is satisfied. The claim is proved by a case analysis on the 
different types of nodes. Since a node x F# I- has a tree routing to every r,, 
the only nontrivial case is when both x, y E I-. Assume x IZ l-/, y E r’$‘. There 
are three cases: 
(1) j’ = j (x and y are in the same circular component): By Com- 
ponent T-CIRC 3 both x and y have tree routings to every one of the K/3 
sets Z-p+1)(mod3) for O<k<K/3- 1. 
FIG. 2. The tri-circular routing, 
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(2) j’ = (j- l)(mod 3): By Component T-CIRC 2 x has tree routings 
to every one of the r + 1 sets fii+ klcmOd K,3, for 1 < k < t + 1. By Component 
T-CIRC 3 .v has tree routings to these sets too. 
(3) j’=(j+ l)(mod 3): Analogous to case (2). 1 
THEOREM 13. For any (t + 1 )-connected graph G with a neighborhood set 
of size K > 6t + 9 there is a bidirectional (4, t)-tolerant tri-circular routing. 
Remark 14. It is also possible to apply a similar technique for 
constructing a bidirectional tri-circular routing for graphs with smaller 
neighborhood sets, i.e., of size K 2 3t + 3 or 3t + 6 (based on the t + 1 
(t + 2) circular routing). This will result in a (5, t)-tolerant routing. 
Next we show that the properties required by Theorems 10 and 13 hold 
for every graph whose maximal degree is at most CH’/~ for some constant 
c > 0. Consequently, all graphs with such density have routings with fault 
tolerance as described. 
LEMMA 15. Let G be a graph of size n and maximal degree d. Then G has 
a neighborhood set M of size K> rn/(d’ + l)]. 
Proof Construct the set M using the following greedy algorithm: 
Initially the set M is empty and the set of candidates C is set to be V. In 
every step, choose an arbitrary node x from C, add it to M, and delete 
from C every node that is a distance ~2 from .X (i.e., x itself, its neighbors, 
and their neighbors). Repeat as long as the set C is not empty. In 
every step, C shrinks by at most 1 + d + d(d - 1) = d2 + 1 nodes, so 
K>rn/(d’+ l)]. 1 
THEOREM 16. (1) For every 1 > E > 0 there exists an n0 > 0 such that for 
every (t + 1 )-connected graph G of size n > n0 and maximal degree d < enli3 
there is a bidirectional (6, t)-tolerant circular routing. 
(2) For euery 66’13 > E > 0 there exists an n0 > 0 such that for every 
(t + 1)-connected graph G of size n 2 n,, and maximal degree d < En’J3 there 
is a bidirectional (4, t)-tolerant tri-circular routing. 
Proof (1) Let 1 > s > 0 be given, and let c’ = l/~~ - 1 > 0. Let d0 be the 
smallest d s.t. &‘d3 > d’ + d + 1, and choose n0 = di + di + d0 -+ 1. Let G be a 
graph of size n 2 n0 and maximal degree d < En”3. By Lemma 15, G has a 
neighborhood set M of size K > [n/(d2 + l)l. For the circular routing it 
suflices to have K > t + 2. Since t + 1 < d, or t + 2 < d + 1, it suffices to have 
d+l~n/(d2+l),ord3+d2+d+l~n.Ifd3+d2+d+l~n~thenweare 
done. Otherwise, by the choice of dO, d satisfies d* + d+ 1 < &‘d3, or, 
d3 + d’ + d+ 1 < ( l/c3) d3, and we are done since (l/~~) d3 <n. 
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(2) Let 6C’13 > E > 0 be given, and let E’ = l/~~ - 6 >O. Let C& be the 
smallest d s.t. .$d3 > 3d2 + 6d + 3, and choose n0 = 6di + 3di + 6d0 + 3. Let G 
be a graph of size n 2 n,, and maximal degree d < uz”3. By Lemma 15, G 
has a neighborhood set A4 of size K> [n/(d* + 1 )I. For the tri-circular 
routing we need to have K > 6t + 9. Since 6t + 9 < 6d + 3, it s&ices to have 
6d + 3 < n/(d’ + 1 ), which follows as in the previous case. 1 
COROLLARY 17. For every (t + 1 )-connected graph G with maximal 
degree 2 < d < 0.79nli3 there is a bidirectional (6, t)-tolerant circular routing, 
andfor every (t + i )-connected graph G wirh maximai degree 2 < d < 0.46n’;’ 
there is a bidirectional (4, t)-tolerant tri-circular routing. 
5. THE BIPOLAR CONSTRWTION 
In this section we consider a different approach, which extends the basic 
kernel routing of Dolev el al. (1984). 
A graph G has the twjo trees property if there exist two nodes r,, rz such 
that the sets of their neighbors and their neighbors’ neighbors up to 
depth 2 form two disjoint trees, or more formally, the sets M, = l-(r,, G), 
M2 = Qr2, (3, rt,c Cl - { r,) for every .YEM, and r(x, G)- {r*j, for 
every x E A4* are all disjoint. 
Let G be a graph with the two-trees property, with r,, rz being the two 
roots involved. Let MI = f(r,, G) = {m; ,..., m;,], A4?=lJrz, G)= 
{m:,..., n$}, f: = r(m:, G) for every 1 <i< I, and fy = r(n~f, G) for every 
1 < i < 12. Also let A4 = MI u M2, denote the union of all I-i by r,, the 
union of all c by f I, and let f = r, u l-1. 
The set M is taken to be the concentrator of our routings. These routings 
are designed to possess a refined version of the set of properties described 
in the introduction. Particularly, the unidirectional bipolar routing is 
required to guarantee the following properties in the surviving graph, for 
any fault distribution, as long as \E’\ < r: 
Property B-POL 1: For every nonfaulty node .Y $ M, there is some 
nonfaulty node J E M, s.t. dist(x, y, R(G, ~)/8’) = 1. 
Property B-POL 2: For every nonfaulty node X# MI there is some 
nonfaulty node ~6 h4? s.t. dist(.y, y, R(G, p)/F) = 1. 
Property B-POL 3: For every nonfaulty node x $ A4 there is some 
nonfaulty node -V EM s.t. dist(y, X, R(G, p)/F) = 1. (Note that .Y and y are 
reversed from Property B-POL 1 and Property B-POL 2.) 
Property B-POL 4: For every two nonfaulty nodes X, J s.t. X, J’ E M, 
or X, y E IW~, dist(-x, y, R( G, p)/F) < 2. 
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LEMMA 18. Any unidirectional routing satisfying Property B-POL 1 to 
Property B-POL 4 for any set oft faults or fewer is (4, t)-tolerant. 
Prooj Let p be a routing satisfying the assumptions of the lemma. The 
claim is proved by bounding the distance between different types of nodes 
in a straightforward case analysis. We give the following two cases: 
(1) A routing between x # M and y E it4: Without loss of generality 
assume y E M, . By Property B-POL 1 there is some z~ M, s.t. 
dist(x, z, R(G, p)/F) = 1. By Property B-POL 4, dist(z, y, R(G, p)/F) < 2. 
Together, dist(x, y, R(G, p)/F) < 3. In the other direction, by Property 
B-POL 3 there is some z E M s.t. dist(z, x, R(G, p)/F) = 1. If z E Mr then we 
are done since by Property B-POL 4 again dist( y, z, R(G, p)/F) < 2, so 
together dist( y, x, R(G, p)/F) < 3. Otherwise, by Property B-POL 2 there is 
some w E Mz s.t. dist( y, w, R(G, p)/F) = 1, and by Property B-POL 4 
dist(w, z, R(G, p)/F) 6 2, giving dist( y, x, R(G, p)/F) < 4. 
(2) A routing between x, y $ A4: By Property B-POL 3 there is some 
z~ M s.t. dist(z, y, R(G, p)/F) = 1. Without loss of generality assume 
z E M,. By Property B-POL 1 there is some w E Ml s.t. dist(x, w, 
R(G, p)/F) = 1. Finally by Property B-POL 4 dist(w, z, R(G, p)/F) < 2, giv- 
ing dist(x, y, R(G, p)/F) < 4. 1 
We now deline the unidirectional bipolar routing on any graph G satisfy- 
ing the two trees property. The routing consists of the following 
components: 
Component B-POL 1: A tree routing from each node x $ M, to Ml. 
Component B-POL 2: A tree routing from each node x $ MZ to Mz. 
Component B-POL 3: Tree routings from each node rn: EM, to 
every set rj (for 1 <j < 1, ). 
Component B-POL 4: Tree routings from each node rnfe Ml to 
every set c (for 1 <j < lZ). 
All these routings are delined in the direction from the root to the 
separating set (note that every set f{ is such, separating rn{ from the rest of 
the graph). 
Component B-POL 5: For every pair of nodes x, y, if the previous 
clauses specify only one of the two directions, define the other direction 
along the same path. 
Component B-POL 6: A direct edge route between any two 
neighboring nodes in G. 
Note that again the additional requirement in the dehnition of tree 
routings ensures that no conflicting routings are defined. For instance, 
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FIG, 3. The unidirectional bipolar routing 
Component B-POL 3 defines several routings between rn,! and r, (which 
happens to appear in every r!), but all of these routings are identical, using 
the direct edge between them. 
LEMMA 19. Any unidirectional bipolar routing constructed as above 
satisfies Property B-POL 1 to Property B-POL 4 for any set of t faults or 
fewer. 
Prooj Let p be a routing constructed as above. 
Property B-POL 1: Follows immediately from Component B-POL 1 
and Lemma 1. 
Property B-POL 2: Follows immediately from Component B-POL 2 
and Lemma 1. 
Property B-POL 3: Let x6 M. If x$ r,, then no routes are defined 
from elements of M, to x in Component B-POL 1 to Component 
B-POL 4, so Component B-POL 5 provides routes from nodes in M, to x 
along the paths of the tree routing from x to M, specitied in Component 
B-POL 1, and by Lemma 1 there is a y E A4, as required. Similarly, if x $ rz 
then there is a y E Mz as required. The proof of this case is completed by 
noting that r, and rz are disjoint. 
Property B-POL 4: For x, ye M,, Component B-POL 3, Com- 
ponent B-POL 6, and Lemma 5 ensure dist(x, y, R(G, p)/F) < 2. Similarly 
for x, y E MI, based on Component B-POL 4. 1 
Theorem 20. For any graph G satislving the two trees property there is a 
unidirectional (4, t)-tolerant bipolar routing. 
ProojI Let G be a graph satisfying the two-trees property. Construct for 
it a routing based on Components B-POL 1 to B-POL 6 as above. By 
Lemma 19, this routing will satisfy Properties B-POL 1 to B-POL 4, so by 
Lemma 18 it will be (4, t)-tolerant. 1 
The bidirectional bipolar routing, described below, guarantees the follow- 
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ing properties in the surviving graph for any fault distribution, as long as 
IF\ <t: 
Property 2B-POL 1: For every nonfaulty node x $ it4 there is some 
nonfaulty node y E M s.t. dist(x, y, R(G, p)/J’) ( = dist( y, x, R(G, p)/F)) = 1. 
Property 2B-POL 2: For every two nonfaulty nodes x, y s.t. 
x, y E MI or x, y E Mz, dist(x, y, R(G, p)/F) < 2. 
Property 2B-POL 3: For every nonfaulty node x E M, there is some 
nonfaulty node y E A4z st. dist(x, y, R(G, p)/F) (=dist( y, x, R(G, p)/F)) = 1. 
Note that Property 2B-POL 3 is asymmetric w.r.t. MI and Mz. 
LEMMA 21. AnJl bidirectional routing satisfying Property 2B-POL 1 to 
Property 2B-POL 3 ,for any set of t or fewer faults is (5, t)-tolerant. 
ProofI Let Q be a routing satisfying the assumptions of the lemma. Note 
that for every two nodes x, y, dist(x, y, R(G, p)/F) = dist( y, x, R(G, p)/F). 
The claim is proved similar to the proof of Lemma 18. We tirst observe 
that Properties 2B-POL 2 and 2B-POL 3 together guarantee that for any 
two nodes x, ~1 E M, dist (x, y, R( G, p)/F) < 3 (while 1 Fi < t ). The remaining 
cases follow immediately. 1 
We now detine the bidirectional bipolar routing on any graph G 
satisfying the two trees property. The routing consists of the following 
components: 
Component 2B-POL 1: A tree routing from each node x $ Mu I-, 
to M,. 
Component 2B-POL 2: A tree routing from each node x $ A4z u rI 
to Ms. 
Component 2B-POL 3: Tree routings from each node M: EM, to 
every set r; (for 1 < j < /,). 
Component 2B-POL 4: Tree routings from each node rnfcMz to 
every set q (for 1 <j < ll). 
Component 2B-POL 5: A direct edge route between any two 
neighboring nodes in G. 
LEMMA 22. Any bidirectional bipolar routing constructed as above 
satisfies Property 2B-POL I to Property 2B-POL 3 for any set qf t faults or 
fewer. 
ProoJ Let p be a routing constructed as above: 
Property 2B-POL 1 follows immediately from Components 2B-POL 1 
and 2B-POL 2 and Lemma 1. 
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Property 2B-POL 2: For x, YE M,, Component 2B-POL 3 and 
Lemma 5 ensure that dist(x, y, R(G, p)/F) < 2. Similarly, by Component 
2B-POL 4 the condition holds for x, y e M*. 
Property 2B-POL 3: Follows immediately from Component 2B-POL 2 
and Lemma 1. 1 
THEOREM 23. For any (t + 1 )-connected graph G satisfying the two trees 
property there is a bidirectional (5, t)-tolerant bipolar routing. 
Next we show that the two trees property holds almost everywhere for 
not-too-dense random graphs, i.e., for graphs in G,,p, where the average 
degree is smaller than n . ‘I4 Consequently, almost every graph with such 
density has routings with fault tolerance as described above. 
LEMMA 24. Let G E G,,p, p<cn’/n for constants c>O, 0~ E ~4. Then 
there exists a constant 6 > 0 s.t. Prob(G has the twpo-trees propert),) 
2 1 - O(n-‘). 
ProofI Consider a labeled graph G E G,,. ,,, with the nodes numbered by 
1 ,..., n. Define the following three events: 
Event I : Vertex 1 occurs on a cycle of length < 4. 
Event 2: Vertex 2 occurs on a cycle of length ~4. 
Event 3: dist( 1, 2, G) < 4. 
Call a graph G bad if one of the above events occurs. Clearly every good 
graph has the two-trees property, with I and 2 as roots. Therefore Prob(G 
has the two trees property) > 1 - Prob(G is bad). It remains to bound 
P=Prob(Gisbad) by O(n-‘) for 8=1-4e (>O). P<Prob(Event 1)+ 
Prob(Event 2) + Prob(Event 3). Let us first bound Prob(Event 1). The 
probability that 1 appears on a cycle of length 3 is bounded above by the 
summation, over all pairs of nodes x, y in G, of the probability that 1, x, 
and y, form a cycle. A similar bound applied to cycles of length 4, and 
together 
Prob(Event I)<[‘; ‘) p3+(ni ‘) 3p4, 
Prob(Event 2) is bounded in the same way. 
Likewise, 
Prob(Event 3 ) 
<(n-2)(n-3)(n-4)p4+(n-2)(n-3)p3+(n-2)p*+p. 
Overall, P < 2n3p4 + 2n’p3 + np* + p < 2c4n4’ ’ + 2c3n3’ ~ ’ + czr+ ’ + 
cn c-l < c’n ” ~ ’ = c’n Pa for some constant c’ 2 0. 1 
643,74Jl-4 
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THEOREM 25. Let G E G,,, *, p < cn’/n for constants c > 0, 0 < E < $. Then 
there exists a constant 6 > 0 s.t. G has a unidirectional (4, t)-tolerant bipolar 
routing and a bidirectional (5, t)-tolerant bipolar routing with probability 
2 1 - 0(n-‘). 
6. VARIATIONS OF THE MODEL 
In this section we briefly discuss some possible options that allow the 
designer of the routing somewhat more freedom than in the basic model. 
The main purpose of this section is to raise alternatives and interesting 
questions, rather than offer “closed” solutions. 
Multiroutings 
In Dolev et al. (1984), Broder et al. (1984), and Feldman (1985) and in 
the previous sections, the model employed allows only one unique route 
between every pair of nodes. A plausible alternative would be to attach two 
(or more) routes to every pair of nodes, thus reducing the danger of being 
disconnected. There are a number of possible questions in such an extended 
model. We make here the following observations: 
(1) If one allows t + 1 parallel routes, then it is possible to choose all 
t + 1 disjoint paths between every pair of nodes, thus ensuring a diameter 
of 1 in the surviving graph (so long as the number of faults does not 
exceed t). 
(2) If one allows t + 1 parallel routes only between nodes in the 
concentrator M, then the basic kernel routing, augmented with these multi- 
routings for nodes inside the concentrator, guarantees a bound of 3 on the 
diameter of the surviving graph. 
(3) If one allows at most two parallel routes, than a single tree 
suffices to construct a routing similar to the bipolar routing, only 
concentrated around a single separating set M. The basic components of 
this (bidirectional) routing are: 
Component MULT I : A tree routing from each node x $ M to M. 
Component MULT 2: Tree routings from each node PH~E M to 
every set r(nrj) (for 1 <j< iM\). 
Component MULT 3: A direct edge route between any two 
neighboring nodes in G. 
Changing the Network 
An alternative model corresponds to a situation in which the designer of 
the routings is allowed to perform small changes in the network for the 
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sake of obtaining better routings. An immediate observation is that in U~JJ 
given graph one can take the basic kernel construction and add links 
between nodes in the concentrator to make it a clique. This results in a 
(3, r)-tolerant routing for the modified network, at the price of adding at 
most f(r + 1)/2 new links. An interesting question is whether it is possible 
to do better, e.g., obtain (c, f)-tolerant routings (for constant c) at the price 
of adding O(r) edges. (As is mentioned above, Dolev er aZ., 1984, conjecture 
that such routings can be obtained without adding edges at all.) 
7 OPEN PROBLEMS 
(1) Are there fault tolerant routings having a surviving graph with a 
constant diameter for an arbitrary network (in particular, with degrees 
higher than u’13). 
(2) Can one construct a (3, r)-tolerant routing for an arbitrary network 
without modifying it, or by adding at most O(r) edges (as opposed to O(f2) 
edges as described in Section 6)? 
(3) Suppose that there are more than t faults in a network, and that the 
network is consequently disconnected. Are there routings that are “well 
behaved” so long as the network is not disconnected and that continue to 
keep the diameter of the surviving graph small in the connected com- 
ponents if the networks is disconnected? 
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